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#1 Introduction

Simon Evans
Programme Director, NESO
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Publications & policies asking for improved data sharing

2019

2020

National Data
Strategy highlights
improved data
sharing

BEIS, DESNZ,
& DSIT

2021 2022
“Digitalising CPI consultation DESNZ &
our energy strengthened the Ofgem

system for Net need for shared
Zero"released  data sharing fabric

Feasibility Study Infrastructure
respond to EDIT commissioned

2023 2024

Formal response  Smart Data
to Digital Spine Schemes
Feasibility Study  Consultation

Digital Spine

Data Sharing

‘coined’

DESNZ &
Ofgem
respond to EDIT

FSNR & Distributed Flex Governance of a Interim DSI
consultations formally DSI consultation Coordinator
recommend a DSl launched decision

Energy EDTF releases “A EDIT recommends
Sector Task Strategy for a the Digital Spine
Forces Modern Digitalised and Data Sharing
Energy System” Fabric
National ot ot ® . ® : ‘ , ® ® ® ® ® ® ®
. . . NIC releases CDBB NDTP defined  Pathways to an  Digital Twin CDBB NDTP moved to : loW used to NDTP & ‘NDTP & NESO Energy DSI - IA published
Digital Twin “Data For releases the framework Information Hub and publish the DBT, who start ‘demonstrate NESO MOU DSl technical Ppilot phase - open source
Progrqmme The Public “Gemini :forconnected Management CReDO started “Gemini  development the IA signed alignment start
Good” Principles” : digital twins Framework Papers” onthelA
COP26 VirtualES socio- VirtualEs key NDTP & NESO DSl Pilot DSI MVP
announcement technical framework factors and HLD DSl technical phase phase
of the VirtualES published published alignment start start

Cross-
sector A Spert‘
anking turns
programme 1year old as
a UK policy

Water sector
progress STREAM
for enabling data

sharing

DfT create TRIB
roadmap and
programme on
connected
digital twins

EU Energy
Data Spaces
development

NESO L=

Systern Operator I S
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Data Sharing
Infrastructure

A socio-technical solution.

That reduces the friction and

barriers to data shdring. Organisation A Organisation B
I Data | 4 crorisation s Sharing Authorisation & IP DGth‘ I
. . oge | W | NN
By providing a secure, resilient, O« Toie PR  Mechanism  iteietlghal 0" 1<)

I (opN)

and scalable method for sharing
data and models between
any energy sector participants.

1 (opN) B

Accelerating trust, semantic
interoperability and facilitating
cross-sector connectivity.

Authorisation &
EEEEENR
Authentication

Enabling better outcomes for
society, the environment, and the NESO Lz

economy. é ooy [T



Public

Data Sharing Interactions

DSM acts as the
control plane
between the nodes

Data
Sharing
Mechanism

Organisation A : Organisation B

— ———————

( Data Data
| Preparation Preparation I

1
1
1

internal 1 Node : Secure federation and Node |  internal
)

systems & 1 . Systems &
ystems& y  (DPN) data exchange directly (DPN) | Systems

between nodes

G .-
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Pilot phase - industry show & tell

Today’s agenda:

- What is the data sharing infrastructure

« The purpose and objective of the Pilot

- How the Pilot was technically delivered
 The Pilot trials, outcomes, and lessons learnt
* Next steps for the MVP

 Questions from the audience



Public

#2 Pilot Overview

Jonathan Barcroft
| Workstream Manager, NESO
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Scope of the DSI

Data Spectrum Open

SMEs, Researchers

Annually

Part|c|pants General Public
Data Types Unstructured
(Documents/Files)
Connectivity 11
Frequency One Off
Interface Email / File
Transfer

API

Shared Closed
System Users Regulated
Networks
Tabular Structured

I:Many Many:Many

Frequently Live/Event

Streaming Pub/Sub
Notification

Pilot scope

DSl target
capabilities

<

Possible but not
target

National Energy s
System Operator
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Pilot Objectives

Evaluate DSI value and
user journey validation

e
-
Deploy and configure

PoC of the DPN and the
DSM

Demonstrate secure
and standardised data
sharing

National Energy s
System Operator
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Pilot Project Partners

Pilot leads Network Partners Delivery Partners
§ Scottish & Southern aa. MeSh'AI

N E s g Scottish & Southern ARU P
Systom Oporaior [

v . : catAPULT
sam g NATIONAL rx N at IONa | g ri d Energy Systems
I!J pigmALTWIN | [l

HM Government EIeCtriCity Transmission @ ICEbreaker
One

@l sP ENERGY ,
T NETWORKS T telicent

MMMMMMMMM

Observers

y 5%@
Y

Department for

Energy Security
& Net Zero

National Energy
System Operator
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Pilot Implementation sow

National Energy
System Operator

NESO Lz Data Sharing

Natianal Enargy Infrastructure
System Oparaiter S Research & Design

Managkment
Group |/ VNet

National Energy R
System Operator

5 e . Delivery Partner
National Digital Twin

-
Progrqmme ................... 5

AWS Account /
VRC

Open-Source
Collaboration

JUBUWIBBDUD

18NA [ dnoig

ygm ff  NATIONAL
I I I DIGITAL TWIN

e PROGRAMME

18NA [ dnoio
JusWBaBOUDIN

19
SPUDIN |
]

18NA fidno

@Y spENERGY
T NETWORKS

. National Energy
g Scottish & Southern g Scottish & Southemn System Opergtor I ~

nationalgrid

Electricity Transmission

18NA [ dnoio
JUBWebBOUDN

e .
« Auth, metadata & catalogue queries

Data exchange (Pilot use case: CIM)
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#3 Pilot Technical Delivery

Bruno Parra
Principal Data Consultant, Mesh-Al

National Energy
System Operator
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DSI Pilot Technical Delivery

i DSM
S Data Catalogue Trust Services
o i
o I Search Metadata Data Request 11 Directory Certification |
8 I Engine Repository Service 11 Services Service |
| 11 1
c.0 c s
o% & * S5
S 3 » 329
-g E n a Eﬁ g'
¥ . -
sgy DPN DPN .22
£$ .. o =)
5 3 " At organisation boundary At organisation boundary : S ;
I |
< | | Q
S & 1 1 K&
= 0] — = I Q
o o 8 = = BN - 3
O [e] = | o
2 Internal Systems _8 o s = P o 2
g =t 3 2 \J 1 S I =4
(0] i i | ]
9 i H | e =}
o Internal Users Data sharing " = 1 o
I |
I |
I |
: 1
Trust services : Trust services I

National Energy s
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DSI Pilot Technical Delivery

CA capability provided with HashiCorp

Vault with native integration with DPN ‘ @ Secu re dqta eXChq nge

open-source stack

Participants abide to common security
DSM standards to guarantee secure

:°.-. Data Catalogue Trust Services . . .
E ------------------‘ L B B N B B B B B B BN B |
B r \ communications between all involved
§- Seorch Metoqato Data Request Direqtory Certificgtion 1 partles _ Wlth the DSM prOVIdIn.g the core
8 Engine Repository Service Services Service : fou ndCItIOhS vid the Trust ser‘"ces
" ------------------J 4N INE BN BN DEE BEE BEE BEE BN IS IS I ‘0 epe . .
o . ;; 1. Certificate-based Authentication
Organisations request and renew Bt between all parties with the DSM as the
certificates for DSI authentication and 8 g .
obtain Data Sharing Agreements for DPN P85 Certificate Authority (CA).
., authorisation Atzgi”sit’ﬂ b_oufary ’.' S»
e : | : 1 BX 2. Allow organisations to establish trust
< : - I B with the DSM and participate in the DSI.
$ o 1l 1 B —
El oo systoms R i : s J0 1 W 3. Enforce mTLS based authentication for
5 < Sk v 8 T‘ 3 1 K dll communications between two parties
S Internal Users : Data sharing I : > (InCludlng the DSM)
I . C L .
‘Q P : I : 4. Decentralised authorisation with Data
T SERIEEE ] Interactions between any DSI Sho ring Ag reements.

SN NN W ——— participants require mutual certificate
exchange (MTLS) and are doneina
secure communication route

National Energy s
System Operator
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DSI Pilot Technical Delivery

Open-sourced based DPN

In collaboration with NDTP, participants

5 ocomome S are given an open-source based DPN
S o ; ) b s — certiicaton | compliant and integrated data platform
@ en-source stack to support the DPN i3 ervices ervice
a pusing,among others, LIiFt)JFl)aernetes, . > : for the DSI.

R4 Docker, and Kafka = om o/ Suite of libraries to -y Y, . > . .

Y guarantee conformity, % 55 1. Bring your own infrastructure or use

h as the CIM sch ves .
PN suchas fhe &M schema P28 the DSI blueprints for Cloud
., At organisation boundary N boundary :' §- i dep | OymentS.
* EEN B N .y, . . . . .
e : «* 2. Data ingestion, integration, exchange,

and pipeline capabilities to
manipulate and vehiculate data with
the NDTP's IA.

3. Guarantee conformity and quality
with schema validation capabilities,
e.g., CIM compliance.

O—

Internal Systems

Adapters

|

Internal Users Data sharing

. Trust services ,

-_—— - T

Organisation A
g uonbsiubbio

Federator
4 L B | -L L _ B B B |
Firewall

Trust services

Firewall
---1--
Federator
r N N B N B B B B |

: 4. Natively integrates with the DSM
As part of the DPN, the NDTP's IA is leveraged to
Native integration provide common data capabilities for

security requirements.
With the DSM trust preparing and conforming data before sharing

NESO L=

requirements National Energy
System Operator
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DSI Pilot Technical Delivery

The DSM provides a public facing Data ‘

llif Data Product Catalogue

Participants can share data with the
Industry by publishing Data Products

Catalogue with a custom

implementation of DataHub Only authorised users and systems

can interact with the DSM as part
of the on-boarding process

DSM

:°.-. Data Catalogue Trust Services . 1
s M
o ‘ fication | | ..
z I ey P senvice oy R | Participants that want access to
ae ¥ N R .. published Data Products can also use
c
58 “ 535 the DSM Data Catalogue to request
,E -E " Integrates with the DPN H §'. §' access.
25 DPN authorisation component DPN rs8g
LS QPRI " aeeess ——— ‘2"2"’\” L I. Register into ecosystem of trusted
> : : I i D participants provided by the DSI.
< [e] .
5 6 . : : : g 2. Publish, search, and request access
g Internal Systems E‘ ‘g -l ? § lfl *g | § to Data PrOdUCtS.
g 2 i~ 1
g, Internal Users & : Data sharing 1IN | a
| 1 1
@ ' ' :
. I I I
Trust services , I Trust services l

T
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#4 Trial Overview

Beatrice Nassi
Lead Delivery Manager, Arup

National Energy
System Operator
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Pilot Use Case

Transmission Distribution
275/400kV <=132kV
(132kV Scotland)

Operational Planning
Pilot Use Case

Explore data exchange
between DSOs, TOs, and
NESO to support
coordination of
operational planning

National Energy
System Operator
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Trial Regions

SOUTH EAST OF ENGLAND (Bramley-Fleet):

\[c]3) SSEND NESO

NORTH SCOTLAND (Caithness):

SSENT SSEND NESO

SOUTH SCOTLAND (Hawick-Berwick):

SPENT SPEND NESO

9 Haroldswick
Sullom Voe &
Oil Terminal 5 gp orion g
2 Lerwick
> Kirkwall
D olportree
w
o A
= SCOTLAND abeideen
o«
@
- Dundee ©
undee
=3 S'St/Andrews

Stirling ©

Glasgow.o o Edinburgh
8 hqdem S iektie
NORTHERN
<5 IRELAND

© Sm\j\b{ Isle of Man
Dundalk

o Drogheda Great Britain O'| eeds

i i OManchester
Galway.0 ® Dublin Liverpoolo
Ireland

O'Limerick O/Kilkenny. % © Norwich
o Birmingham
O Tralee O Waterford © Cambridge
Killamey WALES ENGLAND 2
O'Cork

Dingle o

O Oxford
Cardiff 9990 Bristol @ @ London

O Exeter 0 Bournemouth

O Plymouth
v\q\ﬂn Channe| u

National Energy
Google MGpS 2025 System Operator I S
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Trial Data Exchanges

Per region, participants exchanged
(publishing and consuming) a
total of 7 data products.

These included:
+ EQ - Equipment Profile
+ EQ-BD -Equipment Boundary

» SSH - Steady State hypothesis

Consume

Establish a Base
Model

Develop
Operational
Scenario

Establish a Base
Model

Develop
Operational
Scenario

DNO TO NESO
EQ EQ EQ-BD
SSH (x2) SSH (x2)
EQ-BD, EQ EQ-BD, EQ EQ (x2)
SSH (X2) SSH(X2)
NESO L=

National Energy
System Operator
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Trial Flows

Set up the
Infrastructure
prerequisites

Deploy the DPN

Register your
DPN with the DSM

REPEATED
SEQUENCE
FOR EACH
DATA

PRODUCT
PUBLISHED

Extract data out
of power
modelling tool

Publish a data Register the data
product in the product in the
DPN DSM

REPEATED
SEQUENCE Search & request Consume the
FOR EACH access to the ;

: data product in
DATA data productin
PRODUCT the DSM the DPN
CONSUMED

Import data into
power modelling
tool

National Energy s
System Operator
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Key Achievements

* Builtand tested a PoC for the Data Sharing Mechanism
* Built and tested a PoC for the Data Preparation Node
Executed secure data exchange

Retained data integrity with schema validation
Recognised business value

Supported industry changes

Reusable schema validation component

National Energy
System Operator
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Key Challenges

Complex DPN deployment process

Complex DPN data pipeline configuration
Unreliability of federator component

Restrictive file size issue

Delayed technical resource identification

Limited Ul, automation and monitoring for the DPN

Additional steps needed due to deployment in test environments

National Energy
System Operator
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Trial Learnings

« Continue hands-on testing and evolution of the DSI
- Review the technical solution design of the DPN PoC

- Develop a flexible implementation tailored to the variety of
organizations’' data strategies and maturity levels

- Focus on core functionalities that deliver value across multiple use
cases to build a flexible and scalable architecture that can adapt to
evolving requirements

- Create a repository of accessible, clear, and comprehensive
documentation to support the adoption of the DSI

National Energy
System Operator
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#5 Pilot Demo

Jonathan Barcroft
| Workstream Manager, NESO

National Energy
System Operator



Public

The DSI Pilot demo is
included in the session
recording that has
been uploaded to the
NESO website
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Simon Evans
Programme Director, NESO

A

uestions via Slido
slido.com
Code: #DSIPilot

National Energy
System Operator
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Our Immediate Next Steps

0 Pilot: Finalise reporting and share outputs

MVP: Preparation and mobilisation, including
stakeholder engagement, planned technical

forums, requirements & use case gathering

e Governance: Establish Interim DSI Coordinator
NESO L=
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DSI Roadmap

In use by all regulated

Pilot MVP networks & early adopters Widespread adoption across sector
De-risk DSI Private For selected use cases, Used across entire value chain
design beta through RIIO3 licenses (generation > consumer)

RIIO ED3 start

2024 2025 2028 2029 2030 2035

O

@ --¢
Q- --+

Functioning DSI with Public beta available and fully Sustainable operation scalable to
live initial use cases accessible (according to security use cases across sector
and defined SLA provisions) to the sector (Use cases created by the sector)

(Anchor use case(s): (Use cases created by the sector)
strategic planning+

O

First version of the DSI, taking desktop

design into implementation N E SO |4

(Anchor use case: outage planning) National Energy
System Operator I E
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Thank you

FiInd out more:

VirtualES@nationalenergyso.com
www.neso.energy

mmmmmmmmmmmmm


mailto:VirtualES@nationalenergyso.com
http://www.neso.energy/
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